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Service Overview

This service outlines the delivery of a facilitated

information security tabletop exercise designed to The exercise will be led by
What T cpe
assess and strengthen the organization’s incident a CISSP-certified
You Get o S . .
response capabilities, roles, and communications cybersecurity professional

during a simulated cybersecurity event.

Objectives Exercise Format & Approach
‘:l Test and validate the organization’s incident (Ooo) Type | o | Delivery
‘ response plans and escalation procedures o g;(lzeutzzo(rr]];)bl?\f:d = \T/;rattr;asl \clnlraozr?sci)trg/at
system testing) Client Facility
@ Clarify roles and responsibilities during a
o' o' ol cyber crisis Duration Participants
@ ~5 hours for g Cross-functional: IT,
O{é} Evaluat ication bet . core exercise + Security, Executives,
valuate communication flows between f ]
! optional debrief Legal, Comms, HR
00 Security, Legal, PR, and Leadership P el '
o X Scenario Type Frameworks
Identify gaps in documentation, training, x "0 Customizable: Aligned with NIST
Q) or coordination Ransomware, CSF, CMMC IR
Insider Threat, practices, and/or
Business Email HIPAA incident
Promote executive and cross-functional Compromise, etc. response expectations
IZI|:| awareness of cyber risk '
Deliverables
Custom tabletop scenario with After-Action Report (AAR) summarizing:

tailored injects e Strengths
e Gaps and response delays
e Policy and process improvement areas

Recommendations for training or updates

Facilitation of the exercise session

Real-time notes, observations,
==} and guidance Optional: Follow-up debrief and policy consultation

Investment Assumptions
. . . @ Client will coordinate internal participants
Scenario Design & Planning, éb .
n Live Exercise Facilitation, ﬁ Clitefe iz e Bl
— After Action Report Travel & Lodging

(if onsite) @ No sensitive or production data will be used

$11,860.00 [Billed at cost]

Note: Pricing may vary based on organization size, location,
and customization level.

@ Client will provide relevant incident response
plans and contacts ahead of time (if available)

Trusted for Results. Chosen for Relationships.
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