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Most organizations review the AI vendor and the model. Almost none review the connector layer - the identities, permission scopes, and data paths that decide what an AI agent can see, do, and break. This runbook takes one AI-enabled workflow from description to a signed go-live decision, and prepares you for the day the connector is attacked, misbehaves, or simply goes down.
How to use this runbook
Standalone by design. Pick ONE AI-enabled workflow - live or proposed - and work through Parts A to D in order. Budget about 45 minutes with the right people in the room.
Who should be at the table. The business owner of the workflow, someone from IT or security who can see permissions and logs, and whoever can approve go-live. In a mid-sized organization that is often just two or three people - that is enough.
Where it ends. Every pass through this workbook ends in exactly one of five outcomes: APPROVE · APPROVE WITH CONDITIONS · ISOLATED PILOT · REDESIGN · STOP. Reaching STOP on paper is a success - paper is the cheap place to stop.
	Vocabulary used throughout:
· Model: the AI brain; predicts language, touches nothing by itself. 
· Agent: software that uses a model to plan steps and call tools. 
· Connector: the identity, permissions, and data paths you issue to the agent - 'the keys.' 
· Connected workflow: agent + keys + your systems, doing real work.




ART A · THE FAST SCREEN (5 MINUTES)
Answer six questions about the workflow. This tells you how much of the canvas you need - not whether the workflow is safe.
	Question
	Yes
	No

	Does the agent read any sensitive data - customer, employee, financial, health, or legal?
	
	

	Can the agent write, change, send, or delete anything (even 'just tickets')?
	
	

	Can the agent trigger any downstream workflow, payment, or external communication?
	
	

	Does the workflow depend on a third-party connector, API, or hosted model to function?
	
	

	Would the business feel a 72-hour outage of this workflow?
	
	

	Could anyone outside your organization influence the content the agent reads (email, tickets, documents, web)?
	
	



Routing.
 0 'Yes' - you are probably not looking at a connected workflow; re-check the inventory in B1. 
1–2 'Yes' - complete B1, B2, B4, and B9 (about 20 minutes). 
3 or more 'Yes' - complete the full canvas. Any 'Yes' on Q3 - the full canvas plus both failure drills is mandatory.


FIELD NOTES · WHAT REAL REVIEWS KEEP FINDING
These seven findings recur across 70+ real AI connector and agent security reviews conducted by the author in large regulated environments (anonymized to pattern level). The canvas exists to catch them before go-live - each one maps to the section that catches it.
	Finding
	The pattern
	Caught by

	1  The blind path
	Many AI SaaS connectors run vendor-to-vendor: your DLP, proxy, and SIEM often never see the traffic - you learn what the agent read only if the vendor's logs tell you. Sharpest form: some tools require exemption from TLS inspection just to function - blind by design. A frequent high-severity finding in the author's reviews.
	B1 (data path) 
B7 (logging)

	2  The hidden copy
	“Synced” connectors build an indexed copy of your data inside the vendor's cloud to answer quickly. That copy has its own retention clock (often ~30 days after disconnect), and some retention and zero-data-retention terms treat connector data differently from the API - verify in writing.
	B1 (vendor copy) 
B8 (residual risk)

	3  The immortal grant
	Offboarding disables the person's login. The OAuth grant, and any vendor-side copy, are another matter. A recurring gap across the author's review sample.
	B3 (identities/expiry) · B5

	4  Silent scope creep
	Some connector updates introduce new actions or expanded scopes - occasionally enabled by default. Six months in, the connector you approved may not be the connector you run.
	B5 (new-actions off, re-review trigger)

	5  Two doors, one vault
	The same data source connected to two AI platforms because two teams asked separately. Each passed review; nobody reviewed the pair - and combined reach exceeds any single review's scope.
	B1 (connector inventory across platforms)

	6  Paper vs production
	The intake record says “already live” when the connector is off - or off when it's live. A review of the wrong reality approves the wrong thing.
	B1 (status - verify with your own eyes)

	7  Agent temperament
	Agents differ in how often they pause for approval; some run autonomously far longer per human checkpoint. Your gates must bind the agent by design, not trust its defaults.
	B3 (action ladder) 
B7 (gates)




ART B · THE GO-LIVE CANVAS
B1 · Workflow snapshot
	Workflow name and one-line business purpose
	


	Accountable business owner (one name, not a team)
	


	Agent / AI tool used
	


	Connectors in the path (list every one)
	


	Target systems reached
	


	Third-party dependencies (vendor, API, model host)
	


	Data path: does connector traffic traverse your security stack (DLP / proxy / SIEM), or run vendor-to-vendor?  [Field Note 1]
	


	Does the vendor keep a copy of your data (synced / indexed connector)? Retention terms, in writing?  [Field Note 2]
	


	Is this data source already connected to another AI platform anywhere in the org?  [Field Note 5]
	


	Status: proposed / pilot / in production since… - verified how? (console screenshot beats the intake ticket)  [Field Note 6]
	






B2 · Trust-path map
Fill in each hop for YOUR workflow, then mark the boundary that worries you most.
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Hop
	In your workflow, this is…
	Most dangerous? 
(mark one)

	1 Human
	Who initiates or relies on the workflow?


	

	2 Agent
	Which agent or assistant plans and acts?


	

	3 Credential
	Which identity does it authenticate as? Human or dedicated non-human?


	

	4 Connector / API
	Which doorway(s) did you open? What scopes were granted?


	

	5 System & data
	What systems and data classes do the keys unlock?


	

	6 Action & ripple
	What can it change, send, or trigger - and what happens downstream?


	



A boundary is dangerous in proportion to what crosses it: instructions hidden in data (hop 4→2), over-broad keys (hop 3→5), or consequential actions with no gate (hop 6). If you cannot fill in hop 3 precisely, stop here - that is your first finding.


B3 · Access and action inventory
Identities. Every identity in the path - human, agent, and service accounts.
	Identity / account
	Type (human / non-human / shared?)
	Scopes or permissions
	Expiry / review date

	

	

	

	


	

	

	

	


	

	

	

	




Data classes reached. Check every class the agent can read, and underline any it does not strictly need:
· Public / marketing content
· Internal operational data (tickets, docs, wikis)
· Customer personal data
· Financial / payment data
· Health, HR, or legal records   - if checked, involve your privacy or compliance function now

Action ladder. List what the workflow can actually do at each rung, then mark how each is governed:
	Rung
	Actions in this workflow
	Agent alone
	Human approves
	Humans only

	Read
look at data
	

	
	
	

	Draft
prepare, never send
	

	
	
	

	Recommend
propose an action
	

	
	
	

	Write
reversible changes
	

	
	
	

	Execute
consequential actions
	

	
	
	

	Irreversible
no undo exists
	

	
	
	



Hard rule: irreversible actions - deletion, disclosure, cleared payments - are human-only by default. Any exception requires explicit executive risk acceptance in writing and tested safeguards (independent checker, caps, verified rollback of everything around the action).

B4 · Risk-tier selector
Work top to bottom. The first 'Yes' assigns the tier. No scoring, no math - a decision.
	Question - first 'Yes' wins
	Tier

	Can the workflow EXECUTE consequential actions - move money, change records of value, contact customers, trigger external effects - even with approval gates?
	OPERATOR

	Does it WRITE to business systems (reversibly), or read sensitive data classes, or draft content a customer might see?
	CONTRIBUTOR

	Neither - it reads approved, non-sensitive data and answers questions.
	OBSERVER



	This workflow's tier
	


	Why (one sentence)
	


	One design change that would drop it a tier (and would you take it?)
	




The tier drop is the highest-leverage move in this workbook. Removing one capability - for example, refunds route to a human queue - often halves the control cost. Tiering is a design negotiation, not paperwork.
B5 · Minimum controls for your tier
Controls are cumulative - each tier includes everything above it. Mark each item In place / Gap, and give every Gap an owner and a date.
	Control
	In place
	Gap
	Owner
	Date

	OBSERVER - baseline for every tier

	Dedicated non-human identity for the agent (no shared or borrowed human logins). Where the connector supports only delegated per-user OAuth, compensate with: a dedicated app registration, an inventory of per-user grants, and per-grant logging
	
	
	
	

	Read-only scopes; sensitive data stores explicitly excluded
	
	
	
	

	Named accountable business owner recorded
	
	
	
	

	Actions logged to a system someone actually reviews
	
	
	
	

	Access reviewed on a calendar (at least twice a year)

	
	
	
	

	CONTRIBUTOR - add all of these

	Write scopes narrowed to named objects or records - not 'all'
	
	
	
	

	Credentials time-boxed with a named renewal owner
	
	
	
	

	Retrieved content treated as untrusted - implemented, not just stated: source isolation, content sanitization, allowlisted tools, action-policy enforcement, output validation, approval gates (B7)
	
	
	
	

	Human approval on customer-facing and cross-system actions
	
	
	
	

	Alerting on unusual volume or scope of activity
	
	
	
	

	Revocation sequence documented and tested once
	
	
	
	

	Vendor 'new actions' set to disabled; any scope change triggers re-review  [Field Note 4]
	
	
	
	

	Offboarding revokes the OAuth grant and triggers deletion of any vendor-side copy - not just SSO disable  [Field Note 3]
	
	
	
	

	Recertification every 90 days (scopes, owner, purpose still valid)
	
	
	
	

	OPERATOR - add all of these

	Transaction caps and rate limits - the worst hour is a bounded number
	
	
	
	

	Isolated pilot completed before production data or customers
	
	
	
	

	Approval gate on every execute action; irreversible actions humans-only
	
	
	
	

	Kill-switch drill timed and documented (see B6)
	
	
	
	

	Rollback of the agent's writes tested with real data
	
	
	
	

	Degraded-operations plan written and read by the business owner
	
	
	
	



The artifact rule: an item counts as 'In place' only when you hold the named artifact - a configuration screenshot, an export, a change request, or a signed risk acceptance. A verbal assurance does not close an item. Write the artifact name in the Owner column next to the name.

B6 · The failure drills
Drill 1 - Take the keys back (compromise). Run the sequence with a stopwatch, outside business hours, before go-live. Target: minutes, not meetings.
	Step
	Action
	Where / how (fill in for your stack)
	Time taken

	1
	Disable the agent's identity
	

	

	2
	Revoke the connector's tokens and sessions
	

	

	3
	Disable the connector app / integration registration
	

	

	4
	Verify: no live sessions, no new actions in the logs
	

	

	5
	Notify the business owner and affected teams
	

	



Drill 2 - The connector is gone for 72 hours (outage). The vendor is down, or you pulled the keys yourself. Answer in writing:
	How does the business process run manually? Who staffs it?
	


	Who is notified, and by whom, within the first hour?
	


	What data or actions queue up, and how are they reconciled when service returns?
	


	At what point does degraded operation become a business incident, and who declares it?
	




Drill 3 - Roll it back. Pick one real action the agent performed (or will perform in pilot). Reverse it. Record what it took:
	Action reversed
	


	Steps and time required
	


	What could NOT be reversed (this list defines your 'irreversible' rung in B3)
	




B7 · Approval points and monitoring
	Action requiring approval
	Approver (role + name)
	How (channel / queue)
	Response SLA

	

	

	

	


	

	

	

	


	

	

	

	




	What is logged (prompts, retrievals, actions)?
	


	Where do the logs live?
	


	Who reviews them, on what rhythm?
	


	What conditions raise an alert, to whom?
	





B8 · The decision
Mark exactly one. Conditions and residual risks must be written to count - and each condition closes only against a named artifact (screenshot, export, change request, signed acceptance), never a verbal assurance.
	Outcome (mark one)
	If marked, complete…

	☐  APPROVE
	Go-live date, owner confirmed, first recertification date set:




	☐  APPROVE WITH CONDITIONS
	List each condition, its owner, and its deadline:






	☐  ISOLATED PILOT
	Pilot boundary (systems, data, users), duration, and the evidence that would justify production:





	☐  REDESIGN
	What must change (capability removed, scope narrowed, gate added) before re-assessment:





	☐  STOP
	Why, and what would reopen the question:








Residual risks accepted. What can still go wrong within the controls above - written in plain language the executive signer would recognize as theirs:
	




	Business owner
	IT / Security
	Executive sign-off





B9 · The 7-day and 30-day plan
	When
	Action
	Owner

	Day 1–2
	Inventory: every AI connector and token currently live, and who owns each. (This is the Monday-morning question.)
	

	Day 3–5
	Give this workflow's agent a dedicated non-human identity with minimum scopes; set credential expiry.
	

	Day 6–7
	Route agent actions to your existing log platform; name the reviewer.
	

	Day 8–14
	Run Drill 1 (kill switch) with a stopwatch; write the Drill 2 outage answer.
	

	Day 15–21
	Set approval gates and caps for every execute-rung action; test rollback (Drill 3).
	

	Day 22–30
	Convene the signers; complete B8; calendar the 90-day recertification.
	




ART C · WORKED EXAMPLE - BELLHAVEN MUTUAL
Bellhaven Mutual is a hypothetical 700-person insurer - a composite of real mid-market deployments. Names and details are illustrative; the incidents referenced in Part D are real.
Snapshot and trust path
	Workflow
	Support agent: reads tickets, KB, customer and contract data; drafts replies; updates tickets; can trigger the refund workflow

	Business owner
	Director of Customer Operations (M. Okafor)

	Agent / tool
	Hosted AI assistant with ticketing and CRM connectors

	Connectors
	Ticketing API (read/write) · CRM (read) · Document store (read) · Billing webhook (trigger)

	Third-party dependencies
	Assistant vendor · ticketing SaaS · model host

	Credential (as found)
	⚠ A shared integration account also used by two other tools - first finding


Fast Screen and tier
Fast Screen: six of six 'Yes' - full canvas. Tier selector: the refund trigger is an execute action with external effect → OPERATOR. Design negotiation: route refunds to a human queue instead; the agent recommends, a person clicks. Re-run the selector → CONTRIBUTOR. The team takes the drop: refunds were 4% of volume, and the queue adds under an hour of latency.
Key controls agreed (Contributor tier)
· New dedicated non-human identity 'svc-support-agent'; shared account retired from this path - owner: IT lead, day 5
· Read scope narrowed: contract documents excluded (agent cites the KB summary instead) - owner: IT lead, day 5
· Retrieved KB and ticket content treated as untrusted; agent replies from templates for anything money-adjacent - owner: vendor config, day 10
· Human approval on all outbound replies for the first 30 days, sampled 1-in-5 thereafter - owner: support manager
· Actions logged to existing SIEM; weekly 20-minute review - owner: security analyst
· Kill-switch drill run: 11 minutes end-to-end; documented - owner: IT lead, day 12
· Outage answer written: manual triage rota covers 72 hours at 60% throughput; customers see a delay banner - owner: M. Okafor
Decision
APPROVE WITH CONDITIONS - the seven items above, all owned and dated. Residual risk accepted in writing: a novel prompt-injection pattern could still shape a drafted reply within template bounds; caught by the 1-in-5 sample and weekly log review. Signers: Director of Customer Operations · IT Lead · COO. Recertification: 90 days. Total elapsed effort: two people, roughly two days.


PART D · EVIDENCE, FRAMEWORKS, AND GLOSSARY
The two cases referenced - one demonstrated exploit, one real-world compromise
	Case
	What happened
	Sources 

	EchoLeak
June 2025 · demonstrated exploit
	CVE-2025-32711 (CVSS 9.3): researchers at Aim Security demonstrated a zero-click indirect prompt-injection flaw in Microsoft 365 Copilot - a crafted email could trigger silent exposure of data the user could access. Microsoft patched the vulnerability server-side; no customer exploitation was reported. Lesson: agents take instructions from the data they read - the class of failure outlives any one patch.
	nvd.nist.gov/vuln/detail/CVE-2025-32711
aim.security (EchoLeak disclosure, Jun 2025)
msrc.microsoft.com advisory

	Salesloft Drift
August 2025 · real-world compromise
	Threat actor UNC6395 stole OAuth tokens issued to the Drift AI-chat connector and used them (Aug 8–18, 2025) to access connected Salesforce environments; more than 700 organizations were reported as potentially affected, including major security vendors, and stolen tokens also reached other integrated platforms. On Aug 20 Salesloft and Salesforce revoked all Drift tokens - containment that simultaneously halted every dependent integration. Lessons: one connector's keys are a shared blast radius; revocation is also an outage.
	cloud.google.com/blog/topics/threat-intelligence (UNC6395 / Drift)
unit42.paloaltonetworks.com (threat brief)
trust.salesloft.com (incident updates)



Everything else in this workbook is professional judgment from 70+ AI connector reviews, or clearly labeled hypothetical (Bellhaven Mutual). No other statistics are claimed.
Framework cross-reference (for your auditors)
OWASP Top 10 for LLM Applications - 2025 edition (genai.owasp.org): B3/B5 'untrusted content' ↔ LLM01 Prompt Injection; the action ladder and approval gates ↔ LLM06 Excessive Agency; scope minimums ↔ LLM02 Sensitive Information Disclosure; third-party dependency drills ↔ LLM05 Supply Chain. (Identifiers cited from the 2025 edition; check owasp.org for the current release before quoting numbers to auditors.)
NIST AI Risk Management Framework 1.0 (nist.gov/itl/ai-risk-management-framework): B1–B2 ↔ MAP (context and actors); B4–B5 ↔ MANAGE (risk treatment proportional to impact); B7 ↔ MEASURE (monitoring); B8 sign-off ↔ GOVERN (accountability).
NIST SP 800-53 Rev. 5 (csrc.nist.gov): account management for non-human identities ↔ AC-2; least privilege ↔ AC-6; identifier management ↔ IA-4; audit logging and review ↔ AU-2 / AU-6; contingency and degraded operations ↔ CP-2 - B3, B5, B6, B7.
STRIDE: the trust-path map in B2 is a lightweight data-flow diagram; run full STRIDE on Operator-tier workflows if you have the capability.


Glossary
Connector - Any mechanism granting an AI system access to another system: an OAuth app, API integration, plugin, or MCP server. Carries an identity and scopes.
Non-human identity - An account that exists for software, not a person. Agents get their own - never a borrowed human login.
Scope - The specific permission a credential carries ('read these records'), as granted - not as assumed.
Action ceiling - The most consequential rung on the action ladder the agent may reach without a human.
Kill switch - The pre-tested sequence that removes an agent's access in minutes: identity → tokens → app → verify.
Blast radius - Everything reachable and triggerable with the agent's keys if the agent is wrong, steered, or stolen.
Degraded operations - How the business runs while the connector is unavailable - by plan, not improvisation.
Recertification - The calendar-driven re-check that scopes, owner, and purpose are still valid.
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