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[bookmark: _Toc241417122]Zero Trust Adoption: Project Charter Template
A phased, five-stage plan for moving from network-perimeter security to an identity-centered Zero Trust architecture — without a rip-and-replace.
Project Information
	Project Name
	Zero Trust Adoption Program — [Company Name]

	Executive Sponsor
	[Name, Title]

	Program Lead
	[Name, Title]

	Date Created / Version
	[Date]  ·  v[0.1]

	Charter Status
	[Draft / Under Review / Approved]

	Related Materials
	[Link to maturity assessment, stakeholder talking guide, budget request, etc.]



1. Purpose & Business Case
[Explain, in 2–4 sentences, why this program is being chartered now — e.g. a recent incident, an audit or cyber-insurance requirement, rising identity-based attacks, or a strategic push to reduce risk from hybrid work and third-party access. Reference any supporting data (breach trends, audit findings, board direction) here.]
2. Objectives & Success Measures
· [Objective 1 — e.g. Reduce risk of credential-based breaches by extending phishing-resistant MFA to all privileged and remote users within Phase 1.]
· [Objective 2 — e.g. Eliminate flat VPN access to the top 3 highest-risk applications by end of Phase 3.]
· [Add measurable objectives specific to your organization — tie each to a phase where possible.]
3. Scope
IN SCOPE
· [e.g. All corporate identities (employees, contractors, third parties); crown-jewel applications identified in Phase 0; managed and BYOD endpoints accessing corporate resources.]
OUT OF SCOPE (FOR THIS CHARTER)
· [e.g. OT/ICS environments on isolated networks; systems already scheduled for decommission; physical security controls.]


4. Guiding Principles
These principles apply across every phase and should guide trade-off decisions as the program runs:
· Evolve, don't replace. The firewall, VPN, and existing identity stack stay in place and are progressively wrapped with identity- and context-aware controls, not torn out.
· Sequence by risk and ROI, not by what's easiest to procure. Identity hardening comes first because it delivers the highest risk reduction per dollar with the least user disruption.
· Start narrow, then scale. Each phase begins with one or two crown-jewel use cases before rolling out company-wide.
· Every phase stands on its own. The program should be measurably more secure after each phase, even if it pauses there.
· Zero Trust is an architecture, not a purchase. Grounded in NIST SP 800-207 and the CISA Zero Trust Maturity Model's five pillars — Identity, Devices, Networks, Applications & Workloads, and Data.
5. Phased Roadmap
The default sequence below reflects the standard risk/ROI logic for Zero Trust adoption. Adjust deliverables and exit criteria to your environment, but keep the order — each phase is designed to make the next one lower-risk.
	Phase
	Objective
	Key Deliverables / Milestones
	Exit Criteria (ready for next phase)

	0 — Assess
	Build a risk-ranked inventory to ground the entire roadmap in the organization's actual environment.
	•  Identity, device, application, and data-flow inventory
•  Risk-ranked list of crown-jewel apps/data
•  Gap assessment against the 5 Zero Trust pillars
•  Approved business case and roadmap
	•  Inventory validated by stakeholders
•  1–2 crown-jewel pilot candidates selected
•  Roadmap and budget approved by sponsor

	1 — Identity
	Harden the identity layer first — the highest risk-reduction per dollar and the least disruptive phase.
	•  Phishing-resistant MFA (passkeys/FIDO2) for priority user groups
•  SSO consolidated across core applications
•  Automated joiner-mover-leaver provisioning
•  Privileged access controls for admin accounts
	•  MFA coverage target met for priority populations
•  Access reviews automated
•  No standing/shared admin credentials outside an approved PAM workflow

	2 — Device
	Add device posture and contextual risk signal to access decisions, closing the BYOD/unmanaged-device gap.
	•  Device posture checks integrated into access flows
•  Conditional access combining identity + device + risk
•  Managed-device or compliant-BYOD enrollment path
	•  Conditional access enforced for priority applications
•  Non-compliant devices blocked or restricted from sensitive resources

	3 — Segment
	Replace flat VPN access with per-application Zero Trust Network Access (ZTNA), starting narrow.
	•  ZTNA deployed for the 2–3 crown-jewel apps identified in Phase 0
•  Legacy VPN access scoped down for migrated users
•  Lateral-movement monitoring for segmented zones
	•  Pilot applications fully migrated off flat network access
•  No regression in user experience or performance
•  Measurable reduction in standing network access

	4 — Verify
	Mature from “verify at login” to continuous, real-time verification — including non-human identities.
	•  Real-time risk scoring and automated response
•  Data-level access controls for sensitive data sets
•  Governance extended to service accounts, API keys, and AI agents
	•  Continuous verification live for priority applications
•  Non-human identity inventory under active governance
•  Automated response playbooks tested


6. Execution Tracker
Update as the program runs. This is the working view for status reporting to the steering committee.
	Phase
	Owner
	Target Start
	Target End
	Status
	Notes

	0 — Assess
	[ ]
	[ ]
	[ ]
	Not Started
	[ ]

	1 — Identity
	[ ]
	[ ]
	[ ]
	Not Started
	[ ]

	2 — Device
	[ ]
	[ ]
	[ ]
	Not Started
	[ ]

	3 — Segment
	[ ]
	[ ]
	[ ]
	Not Started
	[ ]

	4 — Verify
	[ ]
	[ ]
	[ ]
	Not Started
	[ ]


7. Roles & Governance
	Role
	Responsibilities
	Name / Owner

	Executive Sponsor
	Owns the business case, secures budget, removes organizational blockers, approves phase gates.
	[ ]

	Program Lead
	Runs the roadmap day-to-day, tracks phase progress, reports to the steering committee.
	[ ]

	Identity / IAM Lead
	Owns Phase 1 and identity-layer decisions across all subsequent phases.
	[ ]

	Network / Security Architecture Lead
	Owns firewall and network-segmentation continuity and leads the Phase 3 ZTNA rollout.
	[ ]

	Application Owners
	Provide crown-jewel application context, validate exit criteria, coordinate migration windows.
	[ ]

	Steering Committee
	Reviews phase-gate decisions and approves progression to the next phase.
	[ ]


Governance cadence: [e.g. Steering committee meets biweekly during active phases and monthly during stabilization; phase-gate sign-off required from the Executive Sponsor before starting the next phase.]

8. Risks & Assumptions
A few common risks are pre-filled as a starting point — add organization-specific entries below them.
	Risk / Assumption
	Likelihood
	Impact
	Mitigation
	Owner

	New MFA / access methods create user friction and slow adoption.
	Medium
	Medium
	Phase MFA rollout by user group; communicate early; offer a low-friction method (passkeys) before enforcing broadly.
	[ ]

	Legacy, OT, or IoT systems can't support modern identity agents.
	Medium
	High
	Keep these systems behind existing network segmentation (firewall) rather than forcing them into Phase 1–2 scope.
	[ ]

	Third-party / vendor accounts fall outside standard identity lifecycle automation.
	High
	Medium
	Extend joiner-mover-leaver automation to a defined third-party access process in Phase 1.
	[ ]

	[Add organization-specific risk or assumption]
	[ ]
	[ ]
	[ ]
	[ ]

	[Add organization-specific risk or assumption]
	[ ]
	[ ]
	[ ]
	[ ]



9. Budget & Resource Considerations
	Phase
	Primary Resource Needs
	Budget Notes

	0 — Assess
	Discovery/assessment tooling or consulting time; program lead bandwidth.
	[ ]

	1 — Identity
	MFA/passkey licensing, SSO consolidation effort, identity governance tooling.
	[ ]

	2 — Device
	Device management/posture tooling, conditional access policy engine.
	[ ]

	3 — Segment
	ZTNA licensing, migration effort for pilot applications.
	[ ]

	4 — Verify
	Risk-scoring/automation tooling, non-human identity governance.
	[ ]


[Add total estimated budget, funding source, and any procurement dependencies — e.g. existing IAM/MDM contracts that may cover part of Phase 1–2 at no additional cost.]

10. Communication Plan
· [e.g. Steering committee: written status update biweekly, live review at each phase gate.]
· [e.g. Broader stakeholders/department heads: summary update at the close of each phase.]
· [e.g. End users: advance notice and instructions before any change that affects login (Phase 1 MFA rollout) or device enrollment (Phase 2).]
11. Approval & Sign-off
This charter authorizes the program to begin Phase 0. Progression into each subsequent phase requires Executive Sponsor sign-off against the exit criteria in Section 5.
	Name
	Role
	Signature
	Date

	[ ]
	Executive Sponsor
	[ ]
	[ ]

	[ ]
	IT / Security Leadership
	[ ]
	[ ]

	[ ]
	Program Lead
	[ ]
	[ ]

	[ ]
	[Additional Approver]
	[ ]
	[ ]
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Contributed by Cliff Varnadoe, Director, US Federal & Enterprise of SonicWall for Logically’s cybersecurity summit, LogicON. 

About Logically
Close the Gap with Logically, the Next-Gen MSP Logically unifies IT operations and cybersecurity into one accountable operating model, providing shared visibility, coordinated response, and clearer control. Modern IT and multi-layered security from one partner, built into an integrated operating model that attackers can’t exploit and traditional MSPs can’t match.
Visit www.logically.com to learn more.
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