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[bookmark: _Toc241417094]The Practical Compliance Roadmap
A field guide to governing your controls. Works with ISO 27001, SOC 2, or CMMC.
Security vs. Compliance
Security is what you do. Compliance is proving it.
	Security: what you do
The controls, tools, and practices that actually protect your systems and data.
	Compliance: proving it
Documenting those controls and showing them to an auditor, a customer, or an insurer.


You can be secure and still fail an audit. You can pass an audit and still not be secure. 
The goal is both, and the structure is what holds them together.
Governance
	1. Ownership
Who owns this control?
One accountable name for every control, never “IT” as a department.
	2. Cadence
How often is it checked?
Someone reviews status on a schedule, monthly or quarterly, not when an audit is looming.
	3. Escalation
Who hears when it slips?
A defined person is told before a gap becomes a finding, an incident, or a lost deal.

	Every framework, insurer requirement, and customer questionnaire is asking these same three questions. The rest of this guide is how to answer them.


The Compliance Roadmap at a Glance
	1 
	Scope
	2 
	Gap Analysis
	3 
	Prioritize & Remediate
	4 
	Document & Implement
	5 
	Audit / 
Certify
	6 
	Maintain & Cross-Walk

	Know what you protect and who owns it.
	Map current state to your framework.
	Basics first, ordered by risk.
	Governance, policy, procedure, process.
	Optional. Only if a contract requires it.
	Keep the cadence. Map to what is next.

	· Data 
· Systems 
· People 
· Sensitive Data 
· Business Units 
· Locations
	· Map what exists to the framework 
· Assign owner to each finding 
· Risk & BIA Assessment
	· Basics First 
· Prioritized by Risk 
· Close Each Gap 
· On a Review Cadence
	· Governance 
· Policy 
· Procedure 
· Process 
· Controls 
· Failure Pattern
	· Optional External Audit 
· Third-Party validated proof 
· If contract 
	· Governance Cadence 
· Permanently Mapped 
· Outward to New Frameworks





Baseline Check: Are The Basics In Place?
Every framework assumes these, and most cyber insurers now require them. If you cannot check a box, that is where to start. Steps 1 through 3 show you how.
	
	Control
	Why it matters

	☐
	Core technical controls: MFA, EDR, backups
	MFA on email, VPN, and admin logins. EDR on every device. Backups offline or write-protected, and actually tested. Insurers now treat all three as renewal requirements.

	☐
	Asset inventory
	Identify the hardware, software, and cloud services you run. You cannot protect what you have not counted.

	☐
	Least privilege access rights and user groups
	People hold only the access their role needs. This limits how far one stolen login reaches.

	☐
	Security awareness training
	Delivered and tracked. People are the control, and the reason the rest of this guide exists.

	☐
	A named security and compliance owner
	One accountable person, not a department. This is the Ownership question from the top of the guide.

	☐
	Vendor management: due diligence
	Know who touches your systems and data, and assess them before you sign, not after an incident. Requirements flow downhill from your contracts to theirs.

	☐
	Risk and business impact analysis
	Score likelihood and impact so you fix what actually threatens the business first. This is the Risk Mitigation pillar from the top of the guide.

	☐
	Incident response plan
	Written down before you need it: who does what, who you call, and what you tell customers. Insurers and auditors both ask to see it.

	☐
	Approved-tools policy, including AI
	A sanctioned way to adopt new tools, especially AI, so people stop finding their own. The alternative is shadow IT with no visibility at all.


Foundation: Select the Right Framework
Before you can scope anything, pick what you are building against. Answer these, then check your default.
· What does your contract require? Handling CUI for a defense contract means CMMC is not optional.
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
· What do customers actually request? Selling to enterprise often means SOC 2.
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
· Do you operate internationally, or want to?
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


· Is third-party validation actually required, or would a governed internal program be enough?
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
	If none of these hit hard, or you are not sure, and that is most businesses, the default is ISO 27001. It is the international best-practices standard, and it` crosswalks to almost everything else you will ever be asked for.


Go deeper: Choosing the Right Compliance Framework, is a companion guide with the full five-question breakdown, three worked profiles, and typical cost and timeline ranges for SOC 2, ISO 27001, and CMMC.
Step 1: Scope
· Roles: who owns each part of the program.
· Sensitive Data: what types, and where it actually lives.
· Boundaries: business units, locations, systems, and exclusions.
· Asset Inventory: every system, SaaS tool, and vendor product that touches your data, tracked by category, owner, and criticality.
· Vendor Due Diligence: who touches your systems and data, and whether they've been assessed before you sign, not after an incident.
Roles and Responsibilities
Every governed program needs these seven role categories filled, though not necessarily by seven people.
	Role category
	Responsibilities
	Name
	Title
	Contact information

	Executive & Governance
	Approves policy, funding, and governance structure. Joins management reviews.
	
	
	

	Security & Compliance
	Owns the program and its documentation. Coordinates audits and tracks corrective actions.
	
	
	

	IT & Infrastructure
	Manages technical controls: access, patching, and logging.
	
	
	

	Training & Awareness
	Delivers security training and tracks completion.
	
	
	

	Audit & Assessment
	Runs audits objectively and documents findings.
	
	
	

	Documentation & Records
	Keeps version-controlled documents and retention schedules.
	
	
	

	Operational (business units, HR, physical security)
	Implements controls day to day: onboarding, access, and physical security.
	
	
	


Smaller organizations wear multiple hats. Most mid-market teams cover these seven categories with two or three people.    A blank row is your gap, not a failure.
Full Role Breakdown, by Framework
Click the links associated with the framework your team uses to access full role breakdowns beyond these seven categories.
	ISO 27001
	SOC 2
	CMMC



Sensitive Data Types 
	PII and ePHI examples
	CUI and confidential examples

	Dates of birth, address, and phone.
Passport, health, and national ID data.
Bank account and credit card data.
	Operations security information.
Proposals, RFPs, and contract data.
Controlled technical information.


ISO 27001 scope is broad and covers any confidential info. SOC 2 narrows to customer PII and financial data. CMMC narrows tightest, to CUI specifically.
Authoritative Definitions
PII: NIST SP 800-122, the federal reference for what counts as PII. https://csrc.nist.gov/pubs/sp/800/122/final 
ePHI: HHS guidance on what is PHI, plus the Security Rule summary. hhs.gov/answers/hipaa/what-is-phi
CUI: The NARA CUI Registry, the government-wide list of every category. archives.gov/cui/registry/category-list
Scope statement: one sentence on what business activities, functions, or services this program covers. Example: “This program covers all information systems, cloud services, and business processes used to deliver our services to clients, including our corporate network, customer data platform, and remote work environments.”
	Description of activities

	


Locations and Business Units in scope
	Location or Business Unit
	Description of activities
	Included / excluded

	
	
	

	
	
	

	
	
	

	
	
	


Asset list: every SaaS tool, system, or vendor product that touches your data. Tracked by category, owner, and criticality.
	Asset or vendor
	Category
	Business impact
	Owner
	Data location

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Vendors in scope: anyone who touches your systems or data is part of your attack surface.
	Vendor
	What they access
	Critical
	Last reviewed

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Vendor due diligence: NIST SP 1326 covers foreign ownership, provenance, resilience, and foundational cyber practices. https://csrc.nist.gov/pubs/sp/1326/final
The scope should be approved by executive management and reviewed at least once a year.
Exclusions and justification: an exclusion without one is a gap an auditor will flag.
	Excluded item
	Reason for exclusion
	Justification: no impact on obligations

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



Step 2: Compliance Gap Assessment & Risk Assessment
Two things happen here. A compliance gap assessment maps your current state against your chosen framework, control by control. A risk assessment scores each gap by likelihood and impact, so the ones that actually threaten the business get fixed first, not the ones that are loudest.
· Assign an owner to every finding as you go, not after remediation starts.
· Score every gap: likelihood times impact, not gut feel. That score is the risk level and sets the order you remediate in.
	Requirement
	Current state
	Risk level
	Owner
	Target date

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Risk assessment method: FEMA's free Risk Assessment and Business Impact Analysis guides mirror this likelihood-times-impact process. ready.gov/business/planning
Remediation tracker: NIST's free CUI Plan of Action template, under SP 800-171 Rev. 2 at csrc.nist.gov. Do not substitute FedRAMP's, which is a different program.
CMMC note: Plans of Action are tightly restricted. They are not allowed for Level 1. For Level 2, they are usable only above an 88 of 110 score, only on single-point findings, and must close within 180 days. Treat it as a narrow closeout, not a way to defer.
Step 3: Baseline, Prioritize, & Remediate
· Fix the basics first: MFA, asset inventory, access control, and backup integrity. Every framework assumes these.
· Prioritize the rest by risk and effort, not by whichever finding is loudest.
· Put each closed gap on a review cadence right away. Do not remediate first and govern later.
Step 4: Document & Implement
Governance sets who decides. Policy states the rule. Procedure documents how you meet it. Process is what your team actually does. Skip a layer and the one below it collapses.
Starting point: CRF Safeguards, a control library mapped across 90+ standards, with ready-to-use policy templates. Free Core and Small Business editions. crfsecure.org/research/crf-safeguards
Step 5:   Audit or Certification (optional)
Only pursue formal certification if a contract or customer actually requires third-party validation, not because the framework offers one. Expect a readiness review before the formal assessment, and remediate findings before the certificate is issued.
Step 6:   Maintain and Cross-Walk
Compliance is not a project with an end date. Keep the governance cadence running permanently: review on schedule and keep ownership current. Because your program is built on one framework's structure, mapping to whatever comes next becomes translation, not a rebuild.


How Each Step Adapts To Your Framework
	Framework
	Scope
	Gap analysis maps to
	Who signs off

	ISO 27001
	Broad: any confidential business info.
	93 Annex A controls.
	Executive management, annually.

	SOC 2
	Trust Services Criteria, typically PII and financial data.
	5 criteria categories.
	Management assertion, CPA-tested.

	CMMC
	Narrowest: defined by where CUI lives.
	110 NIST 800-171 practices.
	Named Senior Coordinating Official.
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About Logically
Close the Gap with Logically, the Next-Gen MSP Logically unifies IT operations and cybersecurity into one accountable operating model, providing shared visibility, coordinated response, and clearer control. Modern IT and multi-layered security from one partner, built into an integrated operating model that attackers can’t exploit and traditional MSPs can’t match.
Visit www.logically.com to learn more.
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