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How Identity-Aware Is Your Environment?
A quick self-assessment of identity, physical access, network access, device trust, and lifecycle response.
	Instructions: Score each statement 0 – 2.
Scoring:   0 = No / Manual / Unknown    1 = Somewhat / Inconsistent    2 = Yes / Consistent / Automated

	For items marked “reverse,” a higher number means the risk is lower (2 = no, 0 = yes).

	IDENTITY
	SCORE

	Can you quickly identify who is connected to your network—not just the IP or MAC address?
	

	Does employee access automatically reflect role, department, or group membership?
	

	Can the same identity source influence access across multiple systems or environments?
	

	PHYSICAL ACCESS

	Do badge, card, mobile, or physical-access credentials tie back to a known employee identity?
	

	Can physical access be changed or removed quickly when someone changes roles or leaves?
	

	Would you know if a disabled or terminated user credential was still being used?
	

	NETWORK ACCESS

	Does network access change based on user, device, location, role, or risk?
	

	Are employees, guests, contractors, IoT, and unmanaged devices handled differently?
	

	If an employee moves floors, buildings, switch ports, or wireless networks, does the right access follow them automatically?
	

	DEVICE TRUST

	Are corporate-managed devices identified differently from personal or unknown devices?
	

	Do you use certificates, device posture, MDM/UEM, NAC, or another trust signal when granting access?
	

	Could one stolen credential alone provide broad access across your environment? [REVERSE]
	

	LIFECYCLE & RESPONSE

	Do you have a defined process for onboarding, role changes, contractors, and offboarding?
	

	Can temporary access expire automatically instead of relying on someone to remember to remove it?
	

	Do shared passwords, shared credentials, or manual exceptions still play a major role? [REVERSE]
	

	

	YOUR SCORECARD

Identity ____ / 6    Physical ____ / 6    Network ____ / 6    Device ____ / 6    Lifecycle ____ / 6

TOTAL: ____ / 30

Use the total as a conversation starter—not a compliance grade.
The category scores matter more than the number.


	24–30
Identity Driven

	16–23
Identity Enabled

	8–15
Identity Fragmented

	0–7
Access by Configuration


	
	
	
	
	



Follow One Employee
Pick one real employee. Follow their access from the front door to the resources they need—and look for gaps, handoffs, and manual decisions.
1. Who Are They?
Role: ___________________________________________      Department: ___________________________________________
Type: ☐ Employee   ☐ Contractor   ☐ Vendor   ☐ Guest
2. How Do They Enter?
☐ Key   ☐ Badge / RFID   ☐ Mobile credential   ☐ Biometric   ☐ PIN   ☐ Other: _________________________________
Does the system granting physical access know anything about their digital identity? ☐ Yes   ☐ No   ☐ Not sure
3. What Do They Bring?
☐ Corporate laptop   ☐ Personal laptop   ☐ Phone   ☐ Tablet ☐ Badge / Card   ☐ Hardware token  
☐ Other: ________________________________________________________
Which device or credential actually proves who the employee is?____________________________________________
4. How They Connect to the Network
☐ Wi-Fi password  	 ☐ 802.1X   		☐ Certificate   		☐ NAC  	 ☐ Device identity  
☐ User identity  	 ☐ Switch-port VLAN  	☐ MAC address   	☐ I don’t know
If this employee moved to another floor, building, switch port, or wireless network tomorrow, would the right access automatically follow them? ☐ Yes   	  ☐ Partially   	   ☐ No           ☐ Not sure
5. What If Something Changes?
For each scenario, mark whether your response is Automatic, Manual, or Unknown.
	Scenario
	Automatic
	Manual
	Unknown

	Laptop is stolen
	☐
	☐
	☐

	Badge / credential is stolen
	☐
	☐
	☐

	Password or credential is compromised
	☐
	☐
	☐

	Employee changes departments
	☐
	☐
	☐

	Employee works from another office
	☐
	☐
	☐

	Personal device connects
	☐
	☐
	☐

	Employee is terminated at 10:00 AM
	☐
	☐
	☐

	Contractor project ends
	☐
	☐
	☐

	Unknown device is plugged into an open jack
	☐
	☐
	☐





Action Planning: Your Next 90 Days
One thing we already do well:
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
One thing I need to investigate:
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________One access process that is too manual:
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________One system I wish talked to another system, and how?:
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________One change we could realistically make in the next 90 days:
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Final Question
If you redesigned your environment today, what should make the access decision: the port, the device, the password… or the identity?
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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