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A companion to The Practical Compliance Roadmap. Works with ISO 27001, SOC 2, or CMMC.
Most companies pick a framework by reputation, by what a competitor has, or by whichever certification a salesperson mentioned last. That is backwards. The right framework is whichever one your contracts, customers, and data actually require, not the one with the best name recognition. Five questions get you there.
The Five Qualifying Questions
	Question
	What it points to

	What does your contract require?
	If a contract already names a framework, especially a DFARS clause or a CMMC level, this isn't a choice. Defense supply chain work points straight at CMMC.

	What do customers and prospects actually request?
	Not what they might ask someday. If enterprise buyers are already asking for a SOC 2 report, that's your answer, regardless of what else applies.

	What sensitive data do you handle, and how much?
	Regulated data such as health records, payment card data, or controlled unclassified information narrows your options fast. Everything else keeps ISO 27001 in play as the flexible default.

	Do you operate internationally, or want to?
	Cross-border data flow adds privacy-law obligations on top of whatever security framework you land on.

	Does anyone actually require third-party validation?
	A framework you can self-attest to is a very different lift than one that requires an external auditor or assessor. If no one is asking yet, a governed internal program may be enough.



Three Profiles, Three Answers
Find the one that sounds like you.
	Profile
	Contract requirement
	Client requests
	Sensitive data
	Third-party validation
	Points to

	Defense manufacturer
	Yes: explicit DFARS clause
	Doesn't matter, it's contractual
	Controlled Unclassified Information
	Increasingly yes: that's CMMC Level 2
	CMMC

	B2B SaaS to enterprise
	Often written into enterprise MSAs
	Constant: "send us your SOC 2 report"
	Customer data under the Trust Services Criteria
	Yes: that's what a SOC 2 report is
	SOC 2

	Most of the room
	No explicit requirement yet
	Generic asks about "security"
	Real, but not classified or regulated
	None demanded yet
	ISO 27001, by default




What it Actually Costs and Takes
Rough industry ranges. Your quote will depend on maturity, scope, and how much of this you've already built.
	Framework
	Typical timeline
	Typical cost
	Note

	SOC 2 Type II
	4 to 12 months
	$15,000 to $60,000
	Controls must run 3 to 6 months before the audit window opens.

	ISO 27001
	6 to 18 months
	$15,000 to $100,000
	Certification is optional. The management system is where the value is.

	CMMC Level 1
	Weeks to a couple months
	$4,000 to $6,000
	Self-assessment only, for Federal Contract Information.

	CMMC Level 2
	6 to 12+ months
	$20,000 to over $100,000
	Third-party assessment for most prime flow-down requirements.


Common Mistakes
· Picking the framework with the best name recognition instead of the one your contracts and customers actually require.
· Treating each new framework request as a separate project. ISO 27001, SOC 2, and CMMC overlap heavily. Build once against one backbone, then map outward.
· Waiting for a contract to force the decision. By the time a customer names a framework in a contract, you're negotiating from behind.
· Chasing certification before the underlying controls exist. A certificate documents a program. It doesn't create one.
· Assuming the choice is permanent. Frameworks change as your contracts, customers, and data change. Revisit this decision annually, same as your scope.
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